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BLOCKCHAIN AS A CONFIDENCE MACHINE
THE PROBLEM OF TRUST & CHALLENGES OF GOVERNANCE




INTRODUCTORY REMARKS
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2008 Financial Crisis: Dawn of a Crisis of Truste

Blockchain Technology as Potential Solution



TRUSTLESSNESS

Forbes

Building Trust In The
Trustless: Blockchain's Best
Asset Is Holding It Back

ﬁ Jemma Green
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RSK launches Powpeg, a trustless Bitcoin
bridge architecture

The pegging process nc longer relies on functioraries holding castody of aridped funds
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Who watches the watchmen? Crypto may
not be as trustless as it seems

Cryptois aften seen as trustiess and failproof. But as mare regulation, venues and developers

come aboard, just naw trustless is it really?
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STRUCTURE

1.
Trust and confidence are distinct phenomena

2.

3.
Distributed trust still needed,
challenges of governance




TRUST

VS.

CONFIDENCE



TwO CONCEPTS

Trust, “treuwaz”: strength, consolation

Confidence, “com-fidere”:
together, having faith or believing




TRUST

Multifaceted, complex social phenomenon

Vulnerability, Expectation (probability)

Trust helps 1) delegating tasks, 2)
ensuring their proper performance

Flipside: uncertainty, risk society



Predictability
Reliability

=)

A psychological attitude or mood

Access points Interaction

Rational choice Designers Others

Tacit acceptance

WHERE DOES TRUST...
COME FROM?




CONFIDENCE

No assumption of risk and vulnerability or free choice between alternatives

Simmel: “Weak inductive knowledge”

Acting on assumption that system lacks agency to betray expectations



CONFIDENCE

One does not decide to be
confident, one “is” confident

Confidence implies a lack of
agency, e.g., through role
expectations

~
\

iy
.\I'

Trust is addressable,
confidence is not




INTERPLAY BETWEEN TRUST & CONFIDENCE

Confidence often dependent
on trust in higher level actors
or institutions; expert

sysfems

Trust in agents boosted by
confidence in (sub-)systems



BLOCKCHAIN

JAYHAY

CONFIDENCE MACHINE



REPLACING TRUST WITH CONFIDENCE

Luhmann:
“The more complex a system is, the longer it takes
to build expectations about the operations of that system”

Hume:
“Governments and other complex institutional arrangements
should not be trusted at the outset”

Hardin:
“Need checks & balances and transparency requirements
to allow for the emergence of more trustworthy systems”
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Antonopoulus:
“Shift from trusting people ... to trusting math”

“Don’t trust, Verify”

The Economist: Werbach:
“Trust Machine” “Trustless Trust”

B I.oc Kc HAI N AS. oo (negative definition)

TRUSTLES TECHNOLOGY




It is not about eliminating trust altogether,
et 7 80 W SRQTEF
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in order to indirectly reduce the need for trust.

- The higher the predictability of the system,
- The higher the confidence in the system,

- The lower is the need for trust in the system.
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CONFIDENCE FACTORS

(1) Mathematics & Cryptography

~

e Hashing functions, Public-Private Key, etc.
Distributed Deterministic
onsensus Computation
(2) Economic incentives & Game Theory \ / SZ ‘w ‘
lT lT )~
h_r‘\

e Utility function

l
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e Distributed Consensus

(3) Expert systems

e Open Source code
= Cryptographic
Primitives

e Public verifiability of every operation

BI.OCKC HAI N AS. ®0 (positive definition)
CONFIDENCE MACHINE
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IN INSTITUTIONS

CONFIDENCE

IN TECHNOLOGY

(positive definition)

BLOCKCHAIN AS...

CONFIDENCE MACHINE



BRINGING TRUST BACK IN
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BLOCKCHAINS AS SOCIO-TECHNICAL SYSTEMS

Confidence in the technology requires Trust in the operators of the technology



1. DEVELOPPERS

Core Developpers Open Source contributors

TECHNOCRATIC GOVERNANCE

* Decision on who can push to a repository
» Technical decisions are political decisions

« Contentious issues (e.g. forks)



2. MAINTAINERS

Validators

NETWORK (GOVERNANCE

e Distributed consensus
* Hashing power as political power

» Validators as legitimate counter-power



3. END-USERS

Token holders

PLUTOCRATIC GOVERNANCE

e Exit vs. Voice
» Market-based influence (e.g. “whales”)

* Token-based governance (e.g. Carbon voting)



4. NEW INTERMEDIARIES
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Super Nodes Mining Pools

— Cryptocurrency exchanges, Blockchain explorers,
— DApps interfaces, Custodian wallets,

— Commercial service providers, etc.

DELEGATED (GOVERNANCE

* Centralized Points of Failure & Control

 Invisible powers that can influence the network




5. EXPERTS
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INFLUENCERS

Founders Influencers

MERITOCRATIC GOVERNANCE

* Tech-savvy individuals are more respected
* Founders hold strong influence in the governance

* Most vocal individuals can influence the public opinion




6. LAWS & REGULATIONS

Policy Makers Regulators

EXOGENOUS (GOVERNANCE

* Provide legitimacy to specific blockchain applications
* Indirectly influence the decision-making of endogenous actors

» Directly regulate the operations of new intermediaries



The Rule of Code

VS.

The Rule of Law



RULE OF LAW

NO ONE

IS ABOVE THE LAW

ACCESS TO LEGAL REMEDY

Access to timely justice mechanisms for
grievance remedies and peaceful resolutions

EQUALITY UNDER THE LAW

All are equal under the law: it applies equally
to all—governments, citizens, companies, etc

TRANSPARENCY OF LAW

Laws must be clear, precise, affordable and
accessible while protection fundamental rights

INDEPENDENT JUDICIARY

Independent judiciary ensures equality and
fairness of law between people & public officials



RULE OF LAW
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INSTRUMENTALISATION OF LAW
AS A TOOL OF POLITICAL POWER
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Timothy May

®

JP Barlow

CYBERSPACE

AS AN INDEPENDENT SPACE THAT CANNOT BE REGULATED






RULE BY CODE

A i

Facebook Amazon

DIGITAL FEUDALISM

FUNCTIONAL SOVEREIGNTY

4 )
INSTRUMENTALISATION OF CODE

AS A TOOL OF POLITICAL POWER
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RULE BY" CODE

TECHNICAL SOVEREIGNTY

NO ONE IS ABOVE THE CODE




UNREGULABILITY ?

“ALEGAUTY” Outside the purview of the law -




CODE IS LAW

(Lawrence Lessig —2000)
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CODE
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CODE IS LAW

(Lawrence Lessig —2000)
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RULE OF CODE

TECHNOLOGICAL GUARANTEES
AS CONSTITUTIONAL CONSTRAINTS




(1) DECENTRALIZED DATABASE (2) GLOBAL & TRANSNATIONAL

(3) RES LIENT




(€) TRANSPAFRENT

(5) TAMPER-RESISTANT

(9) GUARANTEE OF EXECUTION
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The attacker simply “vsed” TheDAO The attacker has “exploited” TheDAO

Restoring the balance would be a theft Restoring the balance is fully legitimate



ETHEREUM

ETHEREUM GLASSIC




STATE orEXGEPTION

DEPARTURE FROM THE PROTOCOL RULES

Rule of Code can be displaced by the State of Exception

But who's the Sovereign?



o — - -

» > "
ent el .

— T - P
"‘L‘.‘ ‘t\(
'l ks o~
& 1 - f\ '

) L2 A.'.)}“()

REGULATING LEX INFORMATICA

el £=2 W
ll:rnam Lnamegz%ﬁft

’)' —~
. namel 2 fizs (=
char file chgotarsor
O0a
MARKET o » P
+'h
flaat hwb . A0 55, S NORM » O ‘ LAW ’)P'Rbn

s de¢ .
; 1‘\ S S :' ._ -. _’:-:.
1 l-‘ |‘1_';ix‘v_LA' J | » LQ |
RCHITECTURE ,_ totalscore; int

ot "5 08 eductions: cout << "Please ente
dedyctions; _cout << "Pledase enter name : .
of input file: "; Lnu L>>L¥Pﬂ’53" nflm

LntEnds, - char

REGULATION VIA GOVERNANCE

L'-Jl' i.;Q._ZU‘A;.

.ore!



POLYCENTRIC GOVERNANCE SYSTEM

Governments

Users s
/ﬁmﬂ\ . e
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“Shelling point”

Network participants

Influencers

e Social Media
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e Cryptocurrency
exchanges

TECHNICAL LAYER SOCIAL LAYER



POLYCENTRIC GOVERNANCE

...emerges from the fact that,
although all clusters remain relatively
iIndependent from each other, when it

comes to making decisions, they
necessarily account for what the
others are doing

..as a result of the interdependence

between this web of actors, a
common set of rules, norms and
strategies emerges to guide the

behaviour of a large majority of
actors within the system



POLYCENTRIC CONSTITUTION

New York Gity's

Waler Supply System

* General rules
New York City Watersheds Memorandum of Agreement
 Counteract tendencies towards mono centricity

e Separation of powers, conflict resolutions, etc.
Establishes general rules for multi-stakeholder governance
* Domain specific rules
over common resource
e Strategies and rules of actors



CONSTITUTIONAL
CONSTRAINTS

ON CHAIN

Procedural: separation of powers, transparency, etc.

Substantive: protection of vulnerable actors, positive rights, etc.



CONCLUDING REMARKS




