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Users tested positive voluntary Users tested positive voluntary
upload proximity events upload proximity events
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Server informs phones of ~ Server informs phones of

potentially infected users potentially infected users

No need to be
trustworthy

Centralised B
Users not tested positive. point of trust Users not tested positive.
Proximity events stored on ‘ Proximity events stored on
device device
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foresight

A second “data wave” :

* Lead the world in ethical AI (but
Europe cant do it alone)

* Rebalance competition, data and value
creation/distribution in B2C

* Compete in "Al for Good”, mostly
through B2B and "embedded AI”
solutions

* Specialise in G2C solutions by
harnessing digital government
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Open Internet + Cloud-based platforms




Artificial
Intelligence

Open Digital Digital

Sectoral data
Internet platforms government

spaces (B2B)

+ DLTs (B2C) (G2C, G2B)
. : Personal Data
Control

— —
.. . (e.g. IHAN, MyData)

Cross-cutting data-spaces

{ Federated Cloud (e.g. GAIA-X) }

Connectivity (4G/5G, Zigbee, LoRa, SigFox, etc.)
Edge IT

Internet of Things



Data economy entities, services and foundation

P2P B2B
B2P : >
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Data Ecosystem

Advanced Smart Services
(Cross-) Sector Inmovation/
Marketplaces/Applications

Data Spaces
Interoperable & portable (Cross-) Sector
data-sets and services

GAIA-X Federation services
Federated & distnbuted for

interoperability Trust & Scvereignty
Services

Portability, Interoperability &
Interconnectivity
Technical: Architecture of Standards Network/ csp Sector

Commercial: Pelicies Interconn. lt:e:‘:ﬁ:’& specific
Providers Hyperscalers) clouds

Compliance
Legal: Regulation & Pelicies Infrastructure Ecosystem

Source: BMWi
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Latest software & «
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Feedback on usage ey S
wearout, etc. Vehitle

-
-
-
-

Lo

G Imp ro ved traffic

Secure data Q:-? parking
exchange @ Traffic flow, rush
hours, etc.

manufacturer
.e; Advantages for vehicle owner
£=>» Advantages for service provider
Connection type - — e s e >|
/ Privacy level anonymous user- specific vehicle-specific both
Source: Kaiser et al. (2018)




The proposed data governance act

* Data sharing providers: risky business?

 Compulsory notification of data-sharing services to competent
national authorities

* No possibility to re-use the data processed + structural separation of
the data-sharing activity

* Obligations of fairness, impartiality, secure storage and handling,
compliance with competition rules, etc.

* A tiny piece in a much more complex puzzle?



What’s missing?

* Data “ownership” principles [Data Act?}
* B2B sharing obligations and their GDPR compatibility [ Data Act + DMA? J

* Multi-level, “within-space” and “between-space” governance
* RegTech solutions to enable ongoing monitoring




Example: Al regulation

* Problems: —
The proposed regulation may

allow the creation of Al regulatory
* Learning-based Al evolves over time sandboxing schemes by competent

authorities from one or more
Member States to facilitate the

 Alin the lab is not Al in real life

e Remedies:

* Risk assessment? development and testing of
* Conformity assessment? innovative Al systems under strict
+ Liability? regulatory oversight before Al

systems are placed on the market
Algorithmic Impact Assessment? or otherwise used.

e SupTech? ~—



Embedded in . . -

4 p : " Existing conformity Existing
Ero uc(:jts covefre %ﬁxtggﬁtgff assessment Registration
V' |:I)ro. Tc:.sa ety procedure J system

egislation

New conformity

{ No
:

? assessment
. procedure
Not embedded in W
products covered
by product safety
legislation l !
EU-type examination conformity based on
that is followed by the full quality assurance
? conformity to type

No conformity
assessment
procedure

Registration



Key areas in developing trust in Al

* Ex ante, ex post, continual monitoring
 Sector-specific v. horizontal policy frameworks
* Risk classification

* Regulatory remedies and algorithmic auditing
 Capacity and skills in regulatory authorities

* Agile governance

* Experimentation



"‘TWo"r?\'ings fill the mind with ever =1+ &
.new and increasing admiration and awe, " """ .-
'rhe more often and steadily we reflect - .«

upon them

the starry heavens above
me and the moral law within me”

e Immanue/ Kanf
JRR BRI N | C‘r/f/que of Pracf/cal Reasaa 1788









